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l. Mé& dau

1. Tén san pham:

TerraSense — Hé thdng canh bo théng minh si dung cong nghé truyén tin
Lora.

2. Y twéng cia nguoi du thi

Khu vuc bién giéi ctia c6 dia hinh tw nhién gdm nhiéu diy ni cao, thung liing
sau va ring nguyén sinh rong 16n dem lai gia tri sinh théi va da dang sinh hoc nhung
cling dat ra nhitng thach thurc 16n trong viéc bao v¢ an ninh bién gidi va quan ly tai
nguyén thién nhién.

Ttr viéc nghién ctru, tim hiéu théng tin tir cic ngudn tai liéu chinh thong, nhom
nghién ctru da nhan tha?'ly mét sb thuc trang:

* V@ vi tri dia ly: dic diém chung cta khu vuc bién gidi 1a nhitng khu vuc
rong 16n, nam & vi tri hiém tré kho tiép can. Tai khu vuc nay, mang Internet hodc
song dién thoai thuong kém do khoang cich xa cac tram phét song va su han ché vé
ha tang mang. Nhiing li do trén c6 thé 13 mot trong nhitng nguyén nhan lam cho cac
luc lwong chirc niang chua kip thoi phat hién va xir 1i cac hanh vi xdm nhap bat hop
phap; gay nguy hiém va kho khin cho don vi chirc ning khi tiép can, bam tru hoic
thuc hién nhiém vu tuan tra trong mot thoi glan dai va lién tuc

Con dwong tuan tra méc 746 ciia cdn bé don Bién phong cira khéu quéc té Tra Linh,
huyén Tring Khdnh, tinh Cao Bang

* V@ tinh hinh an ninh - trit tw xa hoi tai khu vue bién giéi

- Khu vue bién giéi c6 nguy co tiém an hoat dong budn ban ma tiy va
budn ldu véi tinh chat ngay cang phirc tap va tinh vi: Cac doi tuong budn ban loi
dung dia hinh hiém tr&, kho giam sat dé thuc hién hanh vi vi pham. Tinh trang nay
khong chi anh huong dén an ninh qudc gia ma con tic dong tiéu cuc dén cong dong,
gdy ra nhiing van dé xa hoi nghiém trong nhu gia ting t¢é nan ma tay va anh hudng
x4u dén doi séng nguoi dan dia phuong.

+ Ngay 26/7/2022, tai xom Na Heéng, xa Nam Quang, huyén Bdo Lam Cong
an huyén da tién hanh tuln tra kiém soat va bat qua tang, dbi tuong Hoang Vian Th
(sinh nam 1990, dan tdc Mong, tra tai xom Khau Ca, xa Nam Quang) dang van
chuyén 5 banh heroin, mot khau siing ngan va 10 vién dan da ldp sin va nhiéu tang



vat khac. (https://cand.com.vn/Phong-su/o-diem-nong-ma-tuy-bao-lam-cao-bang-
1703901/).

Déi twong Hoang Vin Tii va tang vit

+ Ngay 16/3, Pon Bién phong Tong Cot (Bo doi Bién phong tinh Cao Bang)
cho biét, don vi vira phat hién, bét gitr d6i twong Truong Thi Hong (sinh nam 1979,
trd tai xom Liing Tam, x3 Téng Cot, huyén Ha Quang) vi hanh vi Van chuyén tréi
phép 72 cad thé cay wvoi tr Trung Qudc vao Viét Nam.
(https://www.thiennhien.net/2023/03/17/cao-bang-bat-giu-doi-tuong-van-chuyen-
trai-phep-72-ca-the-cay-voi/)

* V& thue trang bio vé rirng va tai nguyén thién nhién

- Thye trang pha rirng, 1an chiém va khai thac trai phép rirng diu nguon
tiép tuc dién ra trong thoi gian gan diy. Theo Béo Cao Bing, tinh dén thang
10/2023 dién tich rung giam 66,681 ha. Trong do, 33,908 ha rung thiét hai do chay
ring; 32,542 ha do phé ring, 1an chiém ring va khai thac rung trai phép 0,231 ha,
bang 170,64% so véi cling Ky nam trudc. Trong mai 237,88 ha ring bang 32,9% so
véi ciing ky; tong khdi lwong go khai thac 9.295,803 m?, bang 75,5% so véi cling ky.
Luc luong chirc ning ngin chin 165 vu vi pham vé Luat Lam nghiép, sé tién phat va
ban 1am san tich thu, nop ngan sach Nha nudc trén 1 ty dong.
(https://baocaobang.vn/hon-32-ha-dien-tich-rung-bi-pha-lan-chiem-va-khai-thac-
trai-phep-3164833.html).

* Nguy co d6i mit voi tham hoa thién nhién tai khu vuee bién giéi

- Khai thac trai phép tai nguyén nhu gd va khoang san di giy ra sy suy thoai
nghiém trong cta cac khu rimg, lam ting nguy co i Iyt va sat 1 dat, gdy anh hudng
16n dén nguoi dan sdng tai khu vuc bién gidi.

- Duéi anh hudng cua bién ddi bién d6i khi hau, su suy thoai cia rimg dau
nguén 1a nguyén nhan chinh dan dén thuc trang nhiéu loai dong thuc vat quy hiém
roi vao nguy co tuyét chung va ting cao nguy co ddi mat voi tham hoa thién nhién
nhu T quét, sat 16 dat.

+ Vao dau thang 9/2024 bio Yagi xay ra khong chi gay thiét hai vé nguoi va
tai san ma con tao ra khé khan 16n cho cong tac quan 1y tai nhicu dia phuong, trong
d6 c6 Cao Bang. Nhiéu nan nhan thiét mang do sat 10 dat, 1@ cudn ...
(https://nhandan.vn/cao-bang-tim-thay-them-7-nan-nhan-trong-vu-sat-lo-o-xa-ca-
thanh-post829647.html)
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Hién truong tim thay chiéc 6 té trong vu sat 1 do anh huwong bdo Yagi
tai xd Ca Thanh, huyén Nguyén Binh, tinh Cao Bang ngay 9/9/2024

Xuat phat tir thyc té trén, nhém nghién ctru di hoc cach xay dung mang ludi
TerraSense str dung cong nghé tri tué nhan tao (AI) va cac cam bién thong minh dé
giam sat, thu thap, phat hién sém dua ra canh bao tu dong cac hoat dong xam nhap
trai phép va canh bao thién tai td1 cdc co quan churc nang phu trach chuyén biét hiéu
qua, nhanh chéng trong diéu kién KHONG CO MANG PIEN THOAI hay MANG
INTERNET, gilp tiét kiém nguén nhén luc, ndng cao hiéu qud gidm sdt va dim
béo an toan cho luc luong chic nang trong nhiing finh huéng nguy hiém, hudng
dén muc tiéu phdt hién Va ngdn chén kip thoi cac hoat dpng xadm nhdp va khai thac
bdt hop phdp, tx 86 gép phin duy tri sw én dinh ciia méi truwong tw nhién va bdo
vé da dang sinh hoc.

1. MO TA VE SAN PHAM

1. Trinh bay tinh méi, tinh sang tao cia san pham

Mang lugi TerraSense mang tinh dét phd v6i nhiém vy hd tro giam sat dong
thoi dong vai tro phong ngira va canh bdo, giup cac lyc lugng chirc nang va
nguoi dan tang cuwong khd nang vng phé voi cac thach thirc moi truong va
an ninh. Ngoai ra, TerraSense con dong gop vao su phdt trién bén vitng théng
qua vi€c bdo v¢ rieng, ngan chdn khai thdc trai phép, va giam thiéu thiét hai
tu cac tham hga thién nhién. Nghién ctu, trlen khai dé tai TerraSense cia
nhém nghién ctru khéng chi xuat phat tir nhu cau cong ngh¢ ma con viy nghla
xa hoi, huéng dén muc tiéu xdy dung mét moi trwong song an todn va on
dinh cho nguoi dan, dong thoi bdo vé tai nguyén quoc gia mot cach bén viing
thong qua vi¢c thuc hién cac nhiém vuy:
- Tw dpng héa qua qua trinh gidm sat va hd trg luc luong chirc ning phat
hién sdm cac mdi de doa, cac hanh vi vi pham trai phép tai khu vuc bién
gidi nhu vuot bién tri phép, budn ban ma tay, van chuyén hang hoa trai
phép qua bién gidi va ¢ nhitng vung xa x01 héo lanh khong c6 song dién
thoai va mang Internet.
- Bao v¢ tai nguyén thién nhién va h¢ sinh thai: Vi¢c phat hién sém va
canh bao cac hoat dong khai thac trai phép nhu sin ban dong vat quy hiém
hay khai thac khoang san. Viéc ndy gop phan duy tri cdn bang sinh thai va
gilr gin su da dang sinh hoc cia Viét Nam



- Pam bdo an ninh bién gi¢i: Mang ludi c6 kha ndng gidm sat va canh béo
cac hoat dong xam nhap trai phép tai khu vuc bién gidi va thong bao toi luc
lugng chirc nang.

- Canh bao thién tai: TerraSense co thé giam sat lién tuc cac yéu to moi
truong dé dua ra canh bao sém vé cac tham hoa thién nhién nhu 1d quét,
sat 10 dat. Nho vao cac cam bién thong minh, hé thong c¢6 thé hd trg nguoi
dan va co quan chirc ning chuan bj d6i pho va giam thiéu thiét hai do thién
tai gay ra.

- Giam sy phu thudc vao nhén luc trong cong tic giam sat va tdi uu
hda chi phi: Véi kha ning hoat dong lién tuc 24/7, hé théng giup giam
thiéu chi phi van hanh nhung van dam bao hiéu qua cao

-Chi phi tdi thiéu, hi¢u qua t6i da: TerraSense dugc trién khai theo mo
hinh mang ludi, giup ngudn thong tin thu thap dugc s€ da dang, tong quan
hon. Céc thiét bj c6 kha nang hd trg, bd sung, bu trir cho nhiing sai s6 cla
nhau, tir 6 c6 thé giam thiéu chi phi ché tao san phdm ma vén giit dugc do
chinh xéc va on dinh.

- Tao co sé dir liéu va hd tro ra quyét dinh: dir liéu thu thap tir cac cam
bién, gitip cac co quan chirc nang phan tich tinh hinh va dua ra quyét dinh
nhanh chong. Dir liéu duge cép nhat lién tuc va chinh xac la co s¢ giap luc
lugng chire néng va chinh quyén dia phuong mg pho hiéu qua voi cac tinh
hudng nguy hiém.

- Van hanh hiéu qua & tai nhitng khu vue c6 diéu kién khic nghiét:
TerraSense sir dung cong nghé don gian va hiéu qua, gitip viéc san pham
ti€u thu it nang luong, co thé d& dang van hanh ¢ nhirng khu vuc nhu trong
rung, trong diéu kién khong co6 ha tﬁng mang, dic biét voi hé théng 6 ché
d6 hoat dong tiét kiém  nang luong, chi hoat dong hét cong suét khi Al phat
hién co sy hién dién bat thuong giap tiét kiém nang luong va tang thoi gian
hoat dong 1én nhiéu 1an, 2 tiéng & ché d6 hoat dong lién tuc het cong suat
va trén 48 tiéng & ché d6 hoat dong thu dong, va c6 thé cung cap thém ning
luong bang viéc bo sung pin phu.

- Két ndi khong can ha tang mang: He thong str dung cong nghé truyen
tin Lora, v&i kha nang truyén dir lidu tAm xa, tiéu thu ning lugng thap va
hoat dong 6 on dinh ngay ca trong diéu kién khic nghiét. Nho d6, cac thiét
bi c6 thé giao tiép hiéu qua ma khong can phu thudc vao mang di dong hay
Wi-Fi, gitip tdng cuong kha nang két nbi & ving siu, ving xa, hoic trong
cac tinh hudng khan cép.

- Ung dung linh hoat va da dang: TerraSense khong chi dimng lai & viéc
bao vé tai nguyén thién nhién va giam sat an ninh bién gidi ma con co thé
mo rong sang cac linh vuc khac nhu nong nghi¢p thong minh, gidam sat moi
truong d6 thi, hodc quan 1y rui ro cho cac khu vuc cong nghiép. Hé thong
c6 thé d& dang tich hop thém cac thiét bj va cam bién khac nhau dé dap tmg
nhu cau cy thé cia timg linh virc, giup nang cao hiéu qua trong quan 1y tai
nguyén va bao v¢ moi truong.



2. C&c nguyén vat liéu 1am ra mé hinh, san pham (néu co)

- Raspberrypi zero 2w(may tinh nhing xt ly anh)

- Thé nhé ( Poéng vai trd nhu 6 cing chira hé diéu hanh Raspberrypi OS)
- Cam bién nhiét chuyén dong(phét hién than nhiét chuyén dong)

- Camera (thu thap hinh anh)

- Cam bién do d6 am dat

- Cam bién do rung tran

Vi diéu khién ESP32 (vi diéu khién bo ndo cuia master)

Module lora AS32 ( truyén tin hiéu giita master va module xi 1y anh)
Man hinh LCD (Hién thi thong tin)

Module LM2596 ( Ha dién ap 12VDC xuéng 5VDC)

Mach sac pin

Pin litium 18650

- Cong tac ngudn, nlt nhan ...vv

- Cudn nhya in 3D

3. Céch lap rap, cai dat san pham

Quy trinh x4y dung bao gém cac giai doan thiét ke phan cung, phat trién phan
mém, va tich hop cac cong nghé tién tién. Viéc phat trién TerraSense dugc thyc hién
dua trén m6 hinh:

trinh s¥ dung
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Chuadat

M®& hinh xay dung TerraSense

4. Nguyén tic hoat dong, van hanh cia san pham du thi

M0 hinh van hanh mang lwéi TerraSense
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M0 hinh vdn hanh mang lwéi TerraSense
Buéc 1: Pua céc thiét bi théng tin toi noi thyc hién nhiém vu (Xé&c dinh nguoi,
doan ngudi di chuyén qua khu vyc; Canh béo khai thac trai phép tai nguyén; canh
béo sat 10; canh bao chay rung...) dong thoi lap dat thiét bi thu nhan tin hiéu Main.
Tién hanh két ndi cac thiét bi vdi Main

Thoéng bao nhgn/chwa nhan két néi gida main va thiét bj théng tin
Budc 2: Lya chon mdt trong hai ché do:

+ Van hanh chu dong: cac loai cam bién hoat dong tbi da, tiéu tén nhiéu ning
lwong nhung s& bam bt chinh xé&c nhimg thay d6i nho nhét.

+ Tiét kiém nang lugng: Cam bién co ban sé& hoat dong dé xac dinh ddi tuong
(cam bién nhiét do kiém tra ngudn nhiét xung quanh v4i nhiém vu theo dbi nguoi;
cam bién do rung dong s¢ hoat dong dé xem quanh dé c6 rung dong khong trong
nhiém vu quan tric khai thac tral phép tai nguyén hodc sat 16; Cam bién do d6 4m s&
hoat dong chu dong dé do do 4 am trong truong hop nhiém vu chdng chéy rimg) cac
cam bién khac s& tam nghi dé tiét kiém nang lugng.

+ Trong truong hop ché do tiét kiém ning luong nhan thiy c6 muc tiéu, cac
cam bién khéc s& duoc kich hoat va chuyén qua ché d6 chu dong dé xac minh d6i
tuong. Hé thong Al s& 1am nhiém vu x4c dinh xem ddi twong c6 dung 1a con nguodi
khong (hodc céc chi sé mdi truong do duge c6 dung voi thiét 1ap theo nhiém vu hay
khong). Trong trudng hop khong phai, hé thdng tiép tuc van hanh.



AI tw dpng nhén dién nguoi khi c6 ngwoi xudt hién trwée Camera
+ Trong truong hop phét hién 1 dbi twong cua nhiém vy. TUy thudc vao
moi trudng hoat dong c6 mang vién thong Internet hay khong, néu c6, hé thong s&
tu dong giri canh béo va hinh anh ghi lai bang camera 1én kénh telegram riéng va
théng bao trén Main. Trong truong hop khdng c6 mang Internet va song dién thoai
hé thong s& str dung song bo dam dé giri théng béo vé céc tram trung gian dé
chuyén t6i Main.

':.F‘HH E:I:“:l 4 Hi . : : b tenper 128
Fhat Hisn H3uol 4 I SemetS Humidity :

Hinh dnh phét hi¢n ngwoi dwoc tw dpng truyén



vé kénh Telegram tgi noi c6 diéu ki¢n mang on dinh

5. Kha ning wng dung va hiéu qua dat dwec cia san pham

- Pé tai c6 su tham van, hd trg ciia co quan chirc nang dé dam béo tinh phap 1i
va su chinh xéc, tinh hi€u qua cua viéc ap dung cong nghé.

- X4y dyng thanh cong mo hinh TerraSense va da tién hanh thyc nghiém tai
mbc 746 don bién phong ctra khau Tra Linh, huyén Trung Khanh, tinh Cao Bang
ngay 03/12/2024; huéng dan sir ~dung mang lu6i TerraSense to1 mot s6 ho dan, luc
lugng chirc ning tai khu vue mbe 746 tir ngay 05/12/2024 dén ngay 28/12/2024 va
bude dau thu duoc két qua:

+ Thiét bj hoat dong 6n dinh trong moéi truong KHONG CO SONG DPIEN
THOAI va mang INTERNET.

+ Thiét bi xac dinh dugc nguoi trong pham vi hoat dong va guri thong tin vé
hé thong.

Nhom nghién ciru thwc nghiém tai méc 746

6. Céc tai liéu tham khao

1. Sach:
1. "Internet of Things (1oT): Applications, Security, and Legal Issues”
2. "Atrtificial Intelligence: A Guide for Thinking Humans
3. "Drone Surveillance: Applications and Challenges
4. "Sensor Technologies for Civil Infrastructures
5. "Wireless Sensor Networks: Technology, Protocols, and Applications”
2. Bao cao va Bai bao Khoa hoc:
1. "Border Surveillance Using UAV Technology"
2. "Environmental Monitoring through Wireless Sensor Networks for Disaster
Management"
3. "The Role of Al in Forest Conservation: A Review
4. "Smart Border Surveillance Using 10T Technology
3. Pé tai nghién ciru va Bio cdo thye tién:
1. "Innovative Technologies for Border Security: Use Cases from Israel and

the USA"



4.
S.

. "Remote Sensing and Satellite Applications for Natural Resource

Management

"Deploying Low-Cost Sensor Networks in Remote Areas for
Environmental Protection"

"Artificial Intelligence in Wildlife Conservation

"Leveraging loT and Machine Learning for Smart Environmental
Monitoring"

4. Cac tai liéu khac vé trién khai hé thong:

1.

2.

3.
4.

Nao;

"loT-Based Smart Agriculture and Forestry Monitoring: Current Practices
and Future Directions

"Renewable Energy-Powered IoT for Environmental Monitoring in Remote
Regions”

"Mesh WiFi Networks for Rural Areas and Emergency Applications™
"Effective Utilization of Arduino-Based Microcontrollers for Data
Processing in Environmental Monitoring Systems

7. Cam két vé ban quyén san pham
- San pham chua timg duoc cdng bd hoic tham gia trong bat ky cudc thi

- San pham dung ban quyen cua sinh vién du thi, truong hop €6 st dyng ma

ngudn ma phai tuan tha cac yeu cau cua gidy phép ma nguon maé cua cac to chuc,
ca nhan phat hanh ma ngudn mé.
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